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I'CR_ OFFICIAL USE CNLY

Mr. Janes rrey

Acsistant Director fcr Legiclative Peference
Ctfice of Fenagemrent and Budget

Washingtcen, D.C. 20503

Lear rr. Frey:

inis letter 1¢ in respornse to your recuest for the
7cency's views on the Depertment oi Defense (LCD) report
on & Craft bill "lo protect U.S. Government telecommunicaticns
from interception ana interference by hostile foreign powers,
anu for other purposes”. While the Agency certainly supports
efforts to restrict the transfer of cryptographic equipment to
foreign powers, we cannot for the reasons stated belcw support
enactment of this draft bill end therefore we must object to
the DLD report supporting the bill.

We understend thct one ot the purposes of the bill is to
rrovide czaditicrnel lecel zuthority to cdeny foreign ccuntriecs
access to cryptograpnic ana comrunication security
information. It 1s our view that there is sufficient legzl
authority to prevent the sale of classified cryptograptic
information or eqguirment tc foreigr countries. This authority
can be founda in 18 U.S.C. §798, which imposes crimrinal
penalties on those whc provide cryptcgraphic eguipment or
information to & foreign goverrnment. While it is true that
national pclicy, &as articulated in the Natioral
Te.ecomnunicaticns and Information Systems Security Instruction
(NTI£S1) No. 4001, has declassified certain cryptograrhic
€. ulipment, tne policy itself states that such equipment employs
classifiec cryptogrezhic logic. 1dhus, Title 185 would also
restrict the sale ot unclessifiec cryptograrhic equipment trat
ermplecys classified cryrtecgrapnic locic. Furthermore, NTISET
No. 40C1 gives the Cirector of the National Security Agency
(NEA) the responcikility for ecstatlishing reguiremrents for
controlling the unclascsified cryptograrhic equipment. Given
the legal and policy structure in place tc prctect avainst the
unauthorized transfer of cryptoaraphic equipment to foreign
nations, we do not believe there is any need@ for further
legislation in this ares.
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A secord purpcocse of the bill is to provice the Secretary of
Cefence with the auvthority to prescrike mirimuw standards
coverning the purchase, use and disposal of cryptographic
ecquiprrent ty federal agencies andé contractors. Again, we
telieve that LCOL already has such authority. This authority
can be found in NSDL 145 which charges the Director of KSA, in
ric role as trke Netional Manager for Telecommunications
Securit, anc 2utomated Information Systems Security, with
rrescribing minimum standards, methods, and procedures for
rrotecting crygptographic end other sensitive technical security
nateriel end informetion. Federal departments and &gencies,
and contractcrs with the government are already bound by
standzarde prescribed Ly NEA. Givenr this policy, there cdoes not
afpear tc be any neeé for legislation granting COL additionral
authority.

In edditior tc being unnecessary, the creft bili cculc
jeopardize en arrangement carefully worked cut between NE2 and
trne Central Intellicence 2gency (CIZ) regarding gprotecticrn of
inteilicence sources and methods. Under NSCL 145 the L[irector
of NSA is given primary responsibility to set standards for
grotection of cryrtographic equipment and information. The
Cirective does, bhowever, recognize the need to maintain the
authority of the Director of Central Intelligence (DCI) in the
area or technicel security countermeasures. It explicitly
provides that "Nothing in this Directive alters the existing
authorities of the Cirectcr of Cerntral Intelligence, including
his responsibility to act as Executive Agency of the Covernment
tcr techrnical gecurity counterrezcsurecs". Enactment cf the
araft bill woulo grant the Secretary of Lefense exclusive
authority to regulate the use anéd protection cf crygptographic
equiprient. We dc not believe such a grant of exclusive
authority to the tecretary cf Defense is consistent with the
determination made by the Precsicent that the Directive shoulad
nct alter any existing euthoritiecs of the DCI.

We apy;reciate the cgrpcrtunity to comment on this bill and
the draft LCD report. 1If you have any further gquestions
regaréirc our position, please contact me or | | of
ry staff at

Sincerely,

virector, Office of Legislative Liaison
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